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API technical documentation (version 1.6 - Codename :
GREEN) - April 17th 2018

To access the 1/0 Coin Blockchain you need to download the latest files from Github
and synchronize the full Blockchain. Blockchain files for faster sync are provided in
Github. To use the available features you should have some |IOC in your wallet to pay

for the services.

The I0C you pay for the data services will be redistributed to the active stakers in the
network. If you need assistance or want to share your ideas, thoughts and solutions,

please connect to our Telegram Developer Channel

Get Info

Get Help
Get Block Count

RSA Keys
Check Wallet

Repair Wallet

Alias Registration

Alias Decryption

Upload Data

Download Data
Transfer Alias

Transfer Encrypted Alias
Send Public Key

Status List

Send Message
Received Messages



https://github.com/iocoin/dions/releases
https://t.me/iodigitaldevelopers
https://iodigital.io/api-documentation/#getinfo
https://iodigital.io/api-documentation/#help
https://iodigital.io/api-documentation/#getblockcount
https://iodigital.io/api-documentation/#myrsakeys
https://iodigital.io/api-documentation/#checkwallet
https://iodigital.io/api-documentation/#repairwallet
https://iodigital.io/api-documentation/#alias
https://iodigital.io/api-documentation/#decryptalias
https://iodigital.io/api-documentation/#updateencrypt
https://iodigital.io/api-documentation/#downloaddecrypt
https://iodigital.io/api-documentation/#transferalias
https://iodigital.io/api-documentation/#transferenctryptedalias
https://iodigital.io/api-documentation/#sendpublickey
https://iodigital.io/api-documentation/#statuslist
https://iodigital.io/api-documentation/#sendmessage
https://iodigital.io/api-documentation/#receivedmessages

GET INFO

Prints various information about the node and the network.

EXAMPLE

GET HELP

Lists all available public RPC commands.
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GET BLOCK COUNT

Get the current, latest synced, block.

EXAMPLE

RSA KEYS

Get a list of available wallet addresses and aliasses attached to it.

EXAMPLE

CHECK WALLET



Get the ‘health status’ of the wallet. If you are missing coins or a RPC gone wrong you

can check the status here.

EXAMPLE

REPAIR WALLET

If wallet check fails (gives an error status) you can try repair the wallet with this RPC.

EXAMPLE

ALIAS REGISTRATION

Registers a new encrypted alias and returns the transaction id. The alias remains valid

at the time of writing for 210000 blocks from any given update. Data fees

are currently 0.01 I0C minimum plus 0.01 10C for every 1Kb.



PARAMETERS

Required parameters

alias

string

EXAMPLE

ALIAS DECRYPTION

Decrypt an alias with associated key address. You can get the associated address by

using the statusList RPC. Data fees for decypting an alias are currently 0.01 I0C.

PARAMETERS

Required parameters

alias

string




associated_address string

EXAMPLE

UPLOAD DATA

The updateEncypt command associates data with the given (encrytped) alias. The data
is extracted, compressed and encrypted on the blockchain using AES 256 encryption.
You can check the encrypted status (boolean) of an alias in the wallet or use the

‘statusList’ command in the daemon. Data fees are currently 0.02 10C.

PARAMETERS

Required parameters

alias string

file_path stringlL.ocal device path to the file.




EXAMPLE

DOWNLOAD DATA

Downloading data is possible in two ways. You can download data by alias, just like you
uploaded it. After an alias is expired (see ‘Alias Registration’ for more info about
expiration) you can then download data with the private key from the expired alias with
the ‘downloadDecryptEPID’ command. You can get the address of an alias by using the

statusList RPC.

PARAMETERS

Required parameters

alias string

file_path stringLocal device storage path to save the file.

EXAMPLE



DOWNLOADDECRYPTEPID

PARAMETERS

Required parameters

address string
file_path stringLocal device storage path to save the file.
EXAMPLE

TRANSFER ALIAS

Transfer a given alias to the target address or alias. Data fees are currently 0.01 IOC.



PARAMETERS

Required parameters

alias string

target stringTarget alias or address.

EXAMPLES
fransferAlias myaliastodecrypt ikQHA73EnmBsoV7ZBxrZYzZPK5WAMIUXR
ransferAlias myaliastotransfer targetalias|

TRANSFER ENCRYPTED ALIAS
ocoing ransierEncnypiodAlas "aiias o ransfer “alas adress ig ransier” 'arget wallet address)

Transfer an encrypted alias over a channel. You can get the alias address by using the

statuslist command. Data fees are currently 0.02 10C.

PARAMETERS

Required parameters




alias string

address stringThe address of the alias.

address stringTarget wallet address.

EXAMPLE

SEND PUBLIC KEY

To send or receive an alias users would have to send an invite From Public alias (A) to
Public alias (B) as in an rsa key exchange. This would initiate an encrypted tunnel,

giving the ability to transfer aliases, but also initiate messaging between users.

PARAMETERS




Required parameters

address stringThe address of the local alias.
address stringThe address of the target alias.
EXAMPLE

STATUS LIST

List all I/O Coin addresses that have RSA key pairs associated with them. You can
check the status of an alias with this command by adding the optional alias parameter.

The wallet needs to be unlocked.

PARAMETERS




Optional parameters

alias stringoptional paramter only for unencrypted aliasses.

EXAMPLE

SEND MESSAGE

Send an encrypted message over an established channel. Read Send Public Key for

setting up an established channel.

PARAMETERS

Required parameters



https://iodigital.io/api-documentation/#sendpublickey

from address

stringThe address of the local alias.

message

stringThe message to send.

to address

stringThe address of the target alias.

EXAMPLE

RECEIVED MESSAGES

List the received encrypted messages. Encrypted messages are locally decrypted for

viewing in plain text. Needs an unlocked wallet.

EXAMPLE




=
<
D
Q
—
>
«Q
-
@)
C
©

The following calls allow for stealth sending of funds to a so called stealth address
hereafter known as shade address or simply a shade . Shades encapsulate what are

known hereafter as abs and ord keys.

Generates a shade address.
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OUTPUT PARAMETERS

The abs key mi6Sv20w1ywQgRF7P2ueH6U5YkilrCGed




The ord key

The resulting shade

The shade address is subsequently used by the receiver.

MANDATORY INPUT PARAMETERS

shade (string) The target shade address for the stealth send

amount (double) The amount to send




OUTPUT INFORMATIONAL PARAMETERS

abs (string) The recovered abs key

ord (string) The recovered ord key
target (string) The one-time end target receiving address
trace (string) The reference trace key

txid (string) The transaction id

EXAMPLE

Taking the previously generated shade from above, an associate may now perform stealth send



Known projects



Any project can start developing and using the IOC Blockchain for their project. The

below projects are in development by external teams.

Want your project listed? Contact us.




